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Enlighten makes use of technology such as Java and VB Script (to launch external applications). To function
correctly, the security settings in Internet Explorer must be configured for each machine that runs
enlighten, to ensure that it has the necessary permissions to utilize this technology.

The following instructions describe how to safely adjust the security settings in Microsoft Edge, Google
Chrome and Mozilla Firefox so that enlighten can function correctly.



To configure the Pop-ups blocker to allow pop-ups from enlighten the following steps can be followed:
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Open Google Chrome and in the top-right corner, click the Chrome menu =.
Click the Settings button.
Scroll to the Privacy & Security group and select Site Settings.

Scroll to the Pop-ups and redirects group and select it.

< Pop-ups and redirects Q, Search

Sites might send pop-ups to show ads, or use redirects to lead you to websites you may not want to visit

Default behavior

Sites automatically follow this setting when you visit them

O [/} Sites can send pop-ups and use redirects

@ B4 Don't allow sites to send pop-ups or use redirects

Customized behaviors

Sites listed below follow a custom setting instead of the default

Not allowed to send pop-ups or use redirects Add

Mo sites added

Allowed to send pop-ups and use redirects Add

Figure 1: Pop-ups and redirects
To allow enlighten pop-up click the Add button next to Allow.

Enter the enlighten site URL in the Site text box.

Add a site
Site

http:/fenlightensiteURL

Cance' m

Figure 2: Add a site

To add the enlighten site to the Allow pop-ups list click the Add button.



To allow the enlighten cookies to be saved to the user’s workstation so that the SSO Access Token is
retained, the cookie settings must be enabled for the enlighten website. If enlighten cookies cannot be
saved the user will be required to enter their domain credentials every time they open a new enlighten
session. To save this configuration in Chrome, follow these steps:

1. Open a Chrome browser window.
Ensure the latest updates have been installed.
At the top right, click on the ellipsis (three dots)

Open Settings.
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Scroll to the Privacy & Security option and select Site settings.

% Settings - Privacy and security X | =

€ > C @& Chrome | chrome://settings/privacy

G Settings Q,  search settings
& You and Google

Safety check
E Autofill and passwords

-------------------- Q Chrome can help keep you safe from data breaches, bad extensions, and more Check now

(4 Performance

Privacy and security

@  Appearance
. = Clear browsing data
Q. Search engine [ . __\ " _ A »
Clear history, cookies, cache, and more
E1 Default browser
@ Priv uide R
Rev y privacy and security controls

() Onstartup

Third-party cookies
& ¥

»
@ Languages Third-party cookies are blocked in Incognito mode
%  Downloads N

Ad privacy
@ e e »
. . Customize the info used by sites to show you ads
T Accessibility
A, System s, Security »
from dangerous sites) and other security settings

{9  Reset settings

on, camera, pop-ups, and more)

M Extensions [/

Figure 3: Navigate to Site settings
6. Navigate to the Third-party cookies option and expand.

7. Navigate to the Customized behaviors option and select the Add button.



G Setti ngs Q. search settings
= Youand Google » . .
A site you visit can embed content from other sites, for example, images, ads, and text. Cookies set by these
B Autofill and passwords other sites are called third-party cookies.
9 Privacy and security Default behavior
(% Performance Sites automatically follow this setting when you visit them
@  Appearance O  Allow third-party cockies -
Search i E .
Q earch engine @  EBlock third-party cookies in Incognito mode v
BN Default browser
O  Block third-party cookies e
() Onstartup
Send a "Do Not Track” request with your browsing traffic
@ Languages
See all site data and permissions 3
#  Downloads
. o e e
T Accessibility I Customized behaviors I
_____________
n\ System Sites listed below follow a custom setting instead of the default
4 Reset settings Allowed to use third-party cookies Add
M Extensions [7] No sites added
@) About Chrome

Figure 4: Customized behaviour options

8. Enter the organization’s enlighten website URL, for example http://[servername]/enlighten and
select the Add button.

Add a site

Site
e |
| http://[servername]/enlighten 1

Lo e e T

Cancel Add

Figure 5: Adding enlighten website URL

9. Close Chrome settings.
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To configure the Pop-ups blocker to allow pop-ups from enlighten the following steps can be followed:
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Open Moizilla Firefox and in the top-right corner, click the Firefox menu =.

Select Content Blocking.

Scroll to the Permissions group and click the Exceptions button next to Block pop-up windows.
Enter the enlighten site URL in the Address of website text box.

To add the enlighten site to the Allow Website - Pop-ups list click the Allow button.

Allowed Websites - Pop-ups X

You can specify which websites are allowed to open pop-up windows. Type the exact address of the site you want
to allow and then click Allow.
Address of website

http://enlightenSiteURL

Allow
Website Status -
Remove Wehsite Remaove All Websites
Cancel Save Changes

Figure 6: Allowed Websites - Pop-ups

To save the Allow Website - Pop-ups settings click the Save Changes button.



To allow the enlighten cookies to be saved to the user’s workstation so that the SSO Access Token is
retained, the cookie settings must be enabled for the enlighten website. If enlighten cookies cannot be
saved the user will be required to enter their domain credentials every time they open a new enlighten
session. To save this configuration in Firefox, follow these steps:

1. Open a Firefox browser window.

2. Ensure the latest updates have been installed.
1. Atthe top right, click on the Settings icon CH .
2. Click on the Manage more Settings option.

{83 Manage more settings

3. Select Privicy & Security.
4. Navigate to Cookies and Site Data option.

5. Select the Manage Exceptions... option

(=) @ Settings x +

& C @ Firefox about:preferences#privacy

&) Getting Started [ OpenSpatial (JUK [JJacki [0 Wrexham [ Online Shopping

i§3 General

{Q) Home | Cookies and Site Data l

i nd I : rentlv usi 2 MEB
Q Search ‘our stored cookies, site data, and cache are currently using 102 MB of Clear Data...

disk space. Learn more

-------------- Manage Data...

Delete cookies and site data when Firefox is closed I ) :
: Manage Exceptions...

Figure 7: Select Cookies and Site Data

6. Enter the organization’s enlighten website URL, for example http.//[servername]/enlighten and

select the Allow button.

Exceptions - Cookies and Site Data X

You can specify which web sites are always or never allowed to use cookies and site data. Type the

exact address of the site you want to manage and then click Block, Allow for Session, or Allow.

Agdress of web site

Block Allow for Session 1 Allow :

Web Site Status -

Figure 8: Adding enlighten website URL


http://%5Bservername%5D/enlighten

7. Ensure the web site address is added to the list and select the Save Changes option.

Exceptions - Cookies and Site Data X

You can specify which web sites are always or never allowed to use cookies and site data. Type the
exact address of the site you want to manage and then click Block, Allow for Session, or Allow.

Address of web site

Block Allow for Session

Allow
Web Site Status -
——

l http://[servername]/enlighten i Allow

Remove Web Site Remove All Web Sites

1
: Save Changes : Cancel
[,

8. Close the browser settings.
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To configure the Pop-ups blocker to allow pop-ups from enlighten the following steps can be followed:

1. Open an Edge browser window.

Ensure the latest updates have been installed.
At the top right, click on the ellipsis (three dots)
Open Settings.

Scroll to the Cookies and Site permissions option and select.
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In the task pane scroll to the Pop-ups and redirects option and select the Add button.

< Site permissions / Pop-ups and redirects

Block (recommended) m
Block Agd
Allow Add

Figure 9: Allowed Websites - Pop-ups

7. Enter the organization’s enlighten website URL, for example http://[servername]/enlighten.

. .
Add a site

Site

I hitp:/fenlightenSiteURL

Figure 10: Adding enlighten website

8. Select the Add button to effect the changes.

9. Close the browser settings.
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To allow the enlighten cookies to be saved to the user’s workstation so that the SSO Access Token is
retained, the cookie settings must be enabled for the enlighten website. If enlighten cookies cannot be
saved the user will be required to enter their domain credentials every time they open a new enlighten
session. To save this configuration in Edge, follow these steps:

1. Open an Edge browser window.

2. Atthe top right, click on the ellipsis (three dots)
3. Open Settings.
4. Navigate to Cookies and site permissions option
5. Expand the Manage and delete cookies and site data option

; M M 3 Settings ®  +

(S C ] @ Edge | edge:/settings/content

[ MWeB (@ Personal and Busin.. [ Personal [) OpenSpatial [] UK [7) Jacki [7] Wrexham [7] Online Shopping

Settings Cookies and data stored
Q_ Search settings Save cookies and data on your device in order to facilitate continuous browsing between sites and sessions

I 1 -
Profiles 1 Manage and delete cookies and site data ! [P
1 -

Privacy, search, and services

@
&
) Appearance
D Sidebar Site permissions
(3 Start, home, and new tabs

All sites >
[® Share, copy and paste

@ Default browser
Recent activity

Figure 11: Cookies and site permissions

6. On the Cookies and data stored / Cookies and site data tab, navigate to the Allow section and
select the Add button.

Cookies and data stored / Cookies and site data
Allow sites to save and read cookie data (recommended) Q
Block third-party cockies .:
When on, sites can't use cookies that track you across the web. Features on some sites may break.
Preload pages for faster browsing and searching o
Uses cookies to remember your preferences, even if you don't visit those pages
See all cookies and site data >
Block Add
You've prevented the following sites from saving and reading cookies on your device
No sites added
=== :- ===
1 1
1 Allow H j| Add |
T TaNawing sites can save cookies on your device. To prevent these cookies from being cleared on exit, go to Clear browsin
close.
No sites added

Figure 12: Selecting Add option on Cookies and site data
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7. Enter the organization’s enlighten website URL, for example http.//[servername]/enlighten and

check the tick-box for third-party cookies.

Add a site

Site
----------------------l

: http://[servername]/enlighten I
————————————————————— ol

D Include third-party cookies on this site

X

Figure 13: Enter enlighten website URL
8. Select the Add button to effect the changes.

9. Close the browser settings.
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