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Configuring Browser 
 
Enlighten makes use of technology such as Java and VB Script (to launch external applications).  To function 
correctly, the security settings in Internet Explorer must be configured for each machine that runs 
enlighten, to ensure that it has the necessary permissions to utilize this technology.   
 
The following instructions describe how to safely adjust the security settings in Microsoft Edge, Google 
Chrome and Mozilla Firefox so that enlighten can function correctly.  
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Configuring Google Chrome  
To configure the Pop-ups blocker to allow pop-ups from enlighten the following steps can be followed: 
 

1. Open Google Chrome and in the top-right corner, click the Chrome menu . 

2. Click the Settings button. 

3. Scroll to the Privacy & Security group and select Site Settings. 

4. Scroll to the Pop-ups and redirects group and select it. 

 
Figure 1: Pop-ups and redirects 

5. To allow enlighten pop-up click the Add button next to Allow. 

6. Enter the enlighten site URL in the Site text box. 

 
 
 
 
 
 

Figure 2: Add a site 

7. To add the enlighten site to the Allow pop-ups list click the Add button. 
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To allow the enlighten cookies to be saved to the user’s workstation so that the SSO Access Token is 
retained, the cookie settings must be enabled for the enlighten website. If enlighten cookies cannot be 
saved the user will be required to enter their domain credentials every time they open a new enlighten 
session. To save this configuration in Chrome, follow these steps: 
 

1. Open a Chrome browser window. 

2. At the top right, click on the ellipsis (three dots) 

3. Open Settings. 

4. Scroll to the Privacy & Security option and select Site settings. 

 
Figure 3: Navigate to Site settings 

5. Navigate to the Third-party cookies option and expand. 

6. Navigate to the Customized behaviors option and select the Add button. 
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Figure 4: Customized behaviour options 

7. Enter the organization’s enlighten website URL, for example http://[servername]/enlighten and 
select the Add button. 

 
Figure 5: Adding enlighten website URL 

8. Close Chrome settings. 

 

 

 

 

 

 
 

 

  

http://%5Bservername%5D/enlighten


 
6 

Copyright © 2023 Open Spatial Pty Ltd. All rights reserved. 
 

Configuring Mozilla Firefox 
To configure the Pop-ups blocker to allow pop-ups from enlighten the following steps can be followed: 
 

1. Open Mozilla Firefox and in the top-right corner, click the Firefox menu . 

2. Select Content Blocking.  

3. Scroll to the Permissions group and click the Exceptions button next to Block pop-up windows. 

4. Enter the enlighten site URL in the Address of website text box. 

5. To add the enlighten site to the Allow Website - Pop-ups list click the Allow button. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 6: Allowed Websites - Pop-ups 

6. To save the Allow Website - Pop-ups settings click the Save Changes button. 
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To allow the enlighten cookies to be saved to the user’s workstation so that the SSO Access Token is 
retained, the cookie settings must be enabled for the enlighten website. If enlighten cookies cannot be 
saved the user will be required to enter their domain credentials every time they open a new enlighten 
session. To save this configuration in Firefox, follow these steps: 
 

1. Open a Firefox browser window. 

1. At the top right, click on the Settings icon  . 

2. Click on the Manage more Settings option. 

 

3. Select Privicy & Security. 

4. Navigate to Cookies and Site Data option. 

5. Select the Manage Exceptions… option 

 
Figure 7: Select Cookies and Site Data 

6. Enter the organization’s enlighten website URL, for example http://[servername]/enlighten and 
select the Allow button. 

 
Figure 8: Adding enlighten website URL 

 

http://%5Bservername%5D/enlighten
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7. Ensure the web site address is added to the list and select the Save Changes option. 

 

8. Close the browser settings. 
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Configuring Microsoft Edge 
To configure the Pop-ups blocker to allow pop-ups from enlighten the following steps can be followed: 
 

1. Open an Edge browser window. 

2. At the top right, click on the ellipsis (three dots) 

3. Open Settings. 

4. Scroll to the Cookies and Site permissions option and select. 

5. In the task pane scroll to the Pop-ups and redirects option and select the Add button. 
 

 
Figure 9: Allowed Websites - Pop-ups 

6. Enter the organization’s enlighten website URL, for example http://[servername]/enlighten. 

 
Figure 10: Adding enlighten website 

7. Select the Add button to effect the changes. 

8. Close the browser settings. 
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To allow the enlighten cookies to be saved to the user’s workstation so that the SSO Access Token is 
retained, the cookie settings must be enabled for the enlighten website. If enlighten cookies cannot be 
saved the user will be required to enter their domain credentials every time they open a new enlighten 
session. To save this configuration in Edge, follow these steps: 
 

1. Open an Edge browser window. 

2. At the top right, click on the ellipsis (three dots) 

3. Open Settings. 

4. Navigate to Cookies and site permissions option 

5. Expand the Manage and delete cookies and site data option 

 
Figure 11: Cookies and site permissions 

6. On the Cookies and data stored / Cookies and site data tab, navigate to the Allow section and 
select the Add button. 

 
Figure 12: Selecting Add option on Cookies and site data 
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7. Enter the organization’s enlighten website URL, for example http://[servername]/enlighten and 
check the tick-box for third-party cookies. 

 
Figure 13: Enter enlighten website URL 

8. Select the Add button to effect the changes. 

9. Close the browser settings. 
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